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1. Overview – ‘inherent’ and ‘residual’ risk
Whatever the purpose of a programme or project may be, the delivery of its objectives will be surrounded by uncertainty which both poses threats to success and offers opportunity for increasing success.
This uncertainty of outcome, whether positive or negative, is defined as ‘risk’. Risk has to be assessed against the likelihood of something happening, and the impact which arises if it does actually happen.

Risk management includes identifying and assessing risks, i.e. the ‘inherent’ risk and then responding to, i.e. managing them.

The resources available for managing risk are finite and so the aim is to achieve an optimum response to risk, prioritised in accordance with an evaluation of the risks.
Within any programme or project some amount of risk taking is necessary – the only way to avoid risk is to do nothing at all. The amount of risk which is judged to be tolerable and justifiable is the organisation's ‘risk appetite’.
A partnership or organisation’s response to risk is sometimes called ‘internal control’ and may involve one or more of the following:
· to decide to tolerate the risk

· to transfer the risk (e.g. to delivery partners/others)

· to constrain the risk to an acceptable level by developing counter-measures to the risk
· to actively take advantage of the materialised risk, regarding the uncertainty as an opportunity to gain a benefit.
The level of risk remaining after internal control has been exercised, i.e. the ‘residual’ risk, is the exposure in respect of that risk, and should be acceptable and justifiable. It should be within the concerned partnership/ organisation’s/ programme/ project's risk appetite. 

Risk management processes should be embedded into the all the planning and delivery systems of the programme or project and all staff concerned should be trained to pro-actively manage risk.
Essentials of risk management strategy 
Risks at all levels must be identified and then captured and the management of the risk recorded.  
Programme and project managers should actively promote a 'risk aware' culture and ensure that people are encouraged to raise new risks and identify counter-measures.
Risk identification

The possible risks to an individual objective or task may fall into one of a number of distinct risk categories i.e. political, media, financial, PPM, policy development /implementation, legal, procurement, etc. 

Programme-level risks may be identified in a number of ways:

· Possibly as a result of an early staff team/stakeholder risks identification and analysis workshop/s. These sessions may be held as part of the initial programme start up or planning phase, and would normally comprise a facilitated 'brainstorming' exercise where participants are invited to identify risks that they are concerned about.

· If the workshop has time then risks can be identified, ownership assigned, assessed, counter-measures identified and possible contingencies developed.

· Risk escalated up from sub-programme or project levels. 

· New risks identified by members of the wider programme team, or by stakeholder and similar groups 
Assessment
All risks should be assessed against the probability of them becoming live, and if they do what their impact upon the programme or project would be (i.e. if risk materialises then will it cause programme or project to fail?).

Risk register
The assessment and management of risk are recorded and monitored using a risk register.   
Management, review and closure
All identified risks need to be identified and assessed, and more importantly they need to be actively managed so they are constrained to a tolerable level within the organisation’s or partnership’s risk appetite.

Risk management should also describe procedures for any board involvement, risk review, and escalation or relegation of risk, as part of the risk strategy.
2. Addressing risks

There are five key aspects of addressing risk:
Tolerate
The exposure to risk may be tolerated without any further action being taken.  Even if the risk is not tolerable, the ability to do anything about some risks may be limited, or the cost of taking any action may be disproportionate to the potential benefit gained. In these cases the response may be to tolerate the existing level of risk. This option may be supplemented by contingency plans for handling the impacts that will arise if the risk is realised. 
Transfer
For some risks the best response may be to transfer them to others. This might be done by paying a third party, such as a commercial supplier or contractor to take the risk in another way. This option is particularly good for mitigating financial risks or risks to assets. The transfer of risks may either reduce the exposure of the organisation or be because another organisation is more capable of effectively managing the risk. It is important to note that some risks are not (fully) transferable – in particular it is not generally possible to transfer reputational risk even if the delivery of a service or change is contracted out.

Terminate 
Some risks will only be treatable, or containable to acceptable levels, by terminating the activity concerned. This option can be particularly important in PPM-terms if it becomes clear that the projected cost benefit relationship is in jeopardy.
Treat 
By far the greater number of risks will be addressed in this way. The purpose of treatment is that whilst continuing with the activity giving rise to risk, the organisation takes action i.e. internal control or counter-measures), to constrain the risk to an acceptable level.
Take the risk as an opportunity
This option is not an alternative to the others, but is an option which should be considered whenever tolerating, transferring or treating a risk. There are two aspects to this. The first is whether or not, at the same time as mitigating threats or risk, an opportunity arises to exploit positive impact, e.g. if a large sum of capital funding is to be put at risk in a major project, are the relevant controls in place judged to be good enough to justify increasing the sum of money at stake, to gain even greater advantages? The second is whether or not circumstances arise which, whilst not generating threats, offer positive opportunities, e.g. a drop in the cost of goods or services frees up resources which can be redeployed elsewhere.
In designing controls or counter-measures, it is important that the control put in place is proportional to the risk. Apart from the most extreme undesirable outcome (such as loss of or injury to human life) it is normally sufficient to design controls to give a reasonable assurance of confining the likely loss within the risk appetite of the organisation. Every control action has an associated cost (and of course its own inherent set of risks) and it is important that the control action offers value for money in relation to the risk it is meant to be controlling. Generally the purpose of control is to constrain or manage risk rather than to eliminate it.
3. Risk Register

The assessment and management of risk are recorded and monitored using a risk register. Registers will be held and maintained at programme, sub-programme and project level.

The risk register records identified risks according to probability of risk, likely impact and programme severity. Counter -measures will be identified to show the measures in place, or being considered, to minimise the risk being realised.
The register will also identify timescales and the effect on the risk of activating the counter measure. Suitable owners should be identified to manage each risk.

Risks at the level of the sub-programmes or projects will be a matter for the managers at these levels. All risks identified should be recorded, even if they are closed swiftly.
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	Points to ponder

	What are the implications of this information for your: 

1) organisation? 

2) partnership?
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